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ABSTRACT

Korean Government-PKI (GPKI) is a public-key infrastructure which provides authentication and security functions for
information system used by central government, local governments, and public institutions of the Republic of Korea to
provide their own administrative and public services. The current cryptosystem of GPKI was established in the early 2000s,
and more than ten years have passed since the last improvement in 2010. Over the past decade or so, the information
security, including cryptography, has undergone many changes and will continue to face many changes. Therefore, for the
sustainable security of GPKI, it is necessary to review the security of the cryptosystem at this point.

In this paper, we analyze the current status and the security of technologies and standards used in the system. We
identify cryptographic algorithms with degraded security, international standards which are obsoleted or updated, and
cryptographic parameters that should be revised for the high security level. And based on this, we make several suggestions
on the reorganization of cryptographic algorithms and related technologies for the security enhancement of GPKI.
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Table 1. Standards on Cryptographic Algorithms

for GPKI

(CER) and Distinguished Encodin
g Rules (DER)

Encryption

-SEED: TTAS.KO-12.0004/R1, 128
-bit Block Cipher SEED

- ARIA:KS X 1213-1, 128bit block e
ncryption algorithm ARIA

-KCAC.TS.ENC, Encryption Algori
thm Scheme Specification (v1.21)

Digital
Signature

-KCDSA: TTAS.KO-12.0001/R2, Di
gital Signature Mechanism with
Appendix

-RSA: PKCS #1 v2.2, RSA Crypto
graphy Standard

-ECDSA: ANSI,X9.62, Elliptic Cur
ve Digital Signature Algorithm

-KCAC.TS.DSIG, Digital Signatur
e Algorithm Specification (v1.30)

Certificate
and
Certificate
Revocation
List
Profile

-RFC 3280, Internet X.509 Public
Key Infrastructure Certificate and
Certificate Revocation List (CRL)
Profile

-RFC 5280, Internet X.509 Public
Key Infrastructure Certificate and
Certificate Revocation List (CRL)
Profile

-ITU-T X.509, Information Technol
ogy Open Systems Interconnection
The Directory: Authentication Fra
mework (ISO/IEC 9594-8)

-KCAC.TS.CERTPROF, Digital Sig
nature Certificate Profile (v1.70]

-KCAC.TS.CRLPROF, Accredited D
igital Signature Certificate Revoca
tion List Profile (v.1.50]

OCSP

-RFC 5019, Internet X.509 Public
Key Infrastructure Online Certific
ate Status Protocol - OCSP

Hash
Function

-HAS-160: TTAS.KO-12.0011/R2,
Hash Function Standard - Part 2
. Hash Function Algorithm Stand
ard(HAS-160)

-SHA-1: FIPS 180-4, Secure Hash
Standard

-SHA256: FIPS 180-4, Secure Has
h Standard

-KCAC.TS.HASH, Hash Algorithm
Specification (v1.20)

Certificate
Managem
ent

-RFC 4210, Internet X.509 Public
Key Infrastructure Certificate Ma
nagement Protocol (CMP)

CRMF

-RFC 4211, Internet X.509 Public
Key Infrastructure Certificate Req
uest Message Format (CRMF)

-KCAC.TS.CRMF, Accredited Certif
icate Request Message Format Sp
ecification (v1.21]

Random
Generation

- FIPS 186-2, General Purpose RNG
- ANSI X9.62 RNG

CMS

-PKCS #7 v1.5, Cryptographic Mes
sage Syntax Standard

HMAC

-RFC 2104, HMAC: Keyed hashing
for Message Authentication

Base64
Encoding

-RFC 2045, Multipurpose Internet
Mail Extensions (MIME) Part One:
Format of Internet Message Bodies

o dolg 4 W maE

Table 2.

Standards on

|
ke
e

Data Format and

Protocols for GPKI

Entity |-ISO/IEC 9798-3, Entity authentic
Authentic | ation - Part 3: Mechanisms using
ation digital signature techniques
-ITU-T X.680, Information Technol
ogy Abstract Syntax Notation One
ASN & (ASN.I)I Specification of basic no
DER tation
. -ITU-T X.690, Information Technol
Encoding

ogy ASN.1 Encoding Rules: Specif
ication of Basic Encoding Rules
(BER), Canonical Encoding Rules

Storing
key

-Private Key Information Syntax:
PKCS #8, Private-key Information
Syntax Standard

- Password-based Encryption: PKC
S #5 v2.1, Password-based Crypto
graphy Standard

-PKCS #11 v2.2, Cryptographic To
ken Interface Standard

-KCAC.TS.UI, User Interface Speci
fication for the Interoperability be
tween Accredited Certification Aut
horities (v1.90)

Directory
System

-LDAP v3, Lightweight Directory A
ccess Protocol (v3): Technical Spe
cification

-KCAC.TS.LDAP, Lightweight Dire
ctory Access Protocol Specification
(v1.11)
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; Table 4. Recommendations on Security Levels
f;fj;ggi - KCAC.TS.SIVID, Subscriber Identif
. ication Based on Virtual ID (v1.21) Organization Security
ion Date ref.
RFC 3161, Int t X.509 Publi (Country) Level
- s nterne . unlic
T Key Infrastructure Time-Stamp Pr NIST(US) 128 2030~ (4)
St;“;fp otocol ANSSI(FR) 128 2026~ | (5)
~KCAC.TS.TSP, Time-Stamp Proto ECRYPT-CSA(EU) 128 2018~2028 | (6]
col Specification [vI.11) BSI(DE) 120(128) | 2023~ | (7)
KISA(KR) 128 2030~ (8]

Table 3. Standards on W.ireless Devices and
Secure Token Authentication for GPKI

-KCAC.TS.CM, Certificate Manage
ment in Mobile Device (v1.30)
-KCAC.TS.UI, User Interface Speci
Storage fication for the Interoperability be
Format tween Accredited Certification Aut
and horities (v1.90)

Usage -KCAC.TS.HSMU, Accredited Certi
Specificati| ficate Usage Specification for Har
on dware Security Module (v2.10)

-KCAC.TS.HSMS, HSM Storage Fo
rmat Specification for Accredited
Certificate (v1.11)
Transmiss | - KCAC.TS.CT, Certificate Transmi
ion ssion between PC to Mobile Device
Format (v2.10)
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3.1.1 MXMY

gL et 2o,

e KCDSA

KCDSAE ¢4t v #A41(DLP, Discrete Lo
garithm Problem)?| ol#%-5 o]83td A
ElGamal A% W9 W3 dxelEoz giw
EASHAE(KCMVP) ASd dsdae|Folrt,
KCDSAE 19984l g4 R EA71<EY 3 (TTA)
xFo® AAENCe, ISO/IEC 14888-3 %
" FARE daElgeltt. A= TTAK.KO-1
2.0001/R2E& <183t sle=dl, o] 59 Al H
e 20169 7= TTAK.KO-12.0001/R4e]c}.
FAAAAT st AA AN AF A2~ AT} AL
LA A= SN AH1T17E 2 2,048H]
Eo} 256U E(112¢8]E ¢bdA] AlF) el KCDSAE
ARgglch KCDSA® tigk Al 252 1288 E <t
AAE AlFete FepvlE (F7h7] 3,07201E, Al
7] 2564 E)E AASAL slck. webA] A A 2A
9] A2 dzAA A= TTAK. KO-12.0001/R4
5 Fusle] 1289 E A S AlFslhe debrleE
AHgsleE A4S 2eE 5 gl

e RSA

PR FsAANA g3k PKCS #1
< RSASSA-PSS9} RSASSA-PKCSI-vl_5
7HA AR d3E]ES WAg}. RSASSA-PS
S(Probabilistic Signature Scheme)+ w3}
S A& (salt)E AHEs= EMSA-PSS sl3de] A4
H dzFe]lx, RSASSA-PKCS1-vl_5+ PKC
S #1 v1.5914 AAZE Qlzde] 4% dae]Fo]
t}. RSASSA-PSSE RSA 7|4k o} & AMwz} &
g AF3t 849l saltE ARSSIES 3le] o tight
gk qHA Se] kst AAe] ol o]d ol fE
PKCS #1¢] &3 %F< RFC 8017 A9t &%
& AAE o] RSASSA-PSSE AH83lx, RSASS
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t}. DES®| &5 Zo|& 648|Eo|x, 7| Hol= 56
H] Eolt},

DESdl A= o]&4 <A A4 ATt &
A 7] A 2R 93 AR F5e] zle )
1997dl= DESCHALL Project® &3l 96
ol 718 2 g el dEAla, 19989el= D
istributed.netell#x] 414 whell, 1998Wd¢l+= EFF
(Electronic Frontier Foundation)ol4 DES
3= g Am)el Deep Cracke o]&ste] 253k
delo] ulg-o 56417t 715 Zskrh 19991
£ Distributed.net® Deep Cracks Al ]
43te] 22417 15% atel] 715 Z7]¢l] o]=3] ).

DES®| 7] Zo] ¥AS wekslr] 98 Triple D
ES(TDEA)7F /W=l ex(1981d), °]¥ RFC
18512 AA=EACH19959). TDEAE DESE Al
W A ZHgste] 7] HolE Holw WAlo® F )
w4 7le] 7% AHgstel (2 2TDEA, 3TDE
A), 11295 e Agshes e sic.

2016\l TLSY OpenVPNelA EZ7e]7} 6
4H]Eo] 01-3,—_0‘11- F,]ZO /\]_.9_%1— 7:]0 o]Z B3

T =2 =2
BT 5 o F0] EALH10). o] AL
dEsfel nulE BEASE 54 BSE o %
=9} A AR W, 2V B9 HEE dlellA]
FE AL RS 5 Ak AY 34 ol8R 1
28| E LrEeksel] i ¥AL Ags FA 4

£3t de]elrl 256EB(Exabyte) 2 A& E7l53)
A wk 648 E B-E29}F el 7 oF 32GBE Ad 7}
S38lch. ol we} NIST SP 800-672 TDEAZS
o]-g3 u 2 71E 453 ¢ gle EE4 AHd
Mo )z Akela otk (S, 2TDEAL: &
9 SRS 8l ARSslof g, NIST= A
TDEA®] A& AHAISh= A& dwsta 9lon 2
024 5El= 314 33te] Hag A5 Adstas
TDEAE AHS-31A] @oleb gola =HAsta glch
AAZ TLS, Windows & 4359 444 T
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aeg YA AMRE s AA N =
TDEAE 319 3 Slsixt AME3l=E Alghs)
= 7o) nigtAslrta k=

¢ SEED

SEED%E 1999+ %Elﬂra}ﬂ W E59tE
]E} SEED+ =W ZF(TTAS.OK-12.0004/R

Jolzk =Al EE( ISO/IEC 18033-3, RFC 426

9)olt}, SEEDE ARIA®} vFxE& KCMVP
AZNA ks Zo|t},

SEED+ Feistel +%&% AHg3lt}, SEED+ 1
28R E LE3) 1280 E 715 7P, ¥ 16ehe=
2 A= odrt

SEED® #-E 34 F+= 4% Feistel 7%
ol ®E# BAl(modular addition)& AM&-3h
o}, Fell AHgs= W 384 G= SP(Substitutio
n-Permutation) F&e|t}. & g 5 F+=
HlA1d 847 S-boxe} RET ‘i*ﬂ% Al-g-ghet,

SEEDe] gt Al kA #4 Ayz= 2014
ol ks 7F/'P = 7‘}—@ EAE o4 9=
A FAe] sl C oA AR A e
z2] SEEDH ‘Hf’ﬂ °LE'4 AL ik 22d S
EEDE 7=l 7 209 do] AWz, =4 FF°o
2 AAEHS Sl B8t ok s 513]7““ H]
3 A A At AL Helrh, v7y SEED
= 12891 E 7|% A<l aelEe Fe3 BEq)
5.0 <k e FAC 7 A B el wkE
SEED+= 64H]E o]4ke] kA& Algsh#] X3
22 oAt

P

P

e ARIA

ARIA(Academy, Research Institute, and
Agency)® 20034l -2viet A, A4, A
]3}"] el e E=Eqksolrt(12]. ARIA

= 7 FF(KS X 1213-DejAt 74 £F(RFC
5794) It} ‘WP KCMVP AZH4 ‘%1%131%
oltt.

ARIA+= SPN(Substitution-Permutation N
etwork) T&5 AHEdI, ¢, B33} B=
F7F A2 22 involution el A= A
RIAE EEZo|7} 128v|Eo|x 7] Ho|7} Z42t 12
8, 192, 2568]E9l ARIA-128, ARIA-192, ARI
A-2562%2 FAEC] it} o5 FHi= e 7
7+ 12, 14, 1691t}

ARTAE W35 A 1540]
A2 A AFe] fAE ofy
S o A B e R e
=9t ARIAC gt ebdA w4 AE Aelshd
Table 5.9} 22t}

Table 5.9 $1% 492 ARIAC H&3t ¥4 9
ol e 8% d2 7k 345 ARIA-128, ARIA-
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e AHEHA] HEEE sk o] vighAle] mald FuE A AT Fabvka delA givh
SEED dig]&2 A& Hadlehe 7o) $5 24 HAS-160% SHA-12 9] &3hio] dadt
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